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Trojan/15.5hellcode. 7C6F
Exploit/15.Agent.FAGSE
Exploit/]5.0WCSheet. 1B0S
Exploit/15.Agent.BFOC
PUASCnsMin.6278
Spyware/QQPass BF4D
Trojan/15.Shellcode. OF5D
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Spyware/Onlinegame.BEAO f#80F%

Tirne |Malware |URL ]
2009-07-01 06:18:39 | Spywarefionlinegame.BEAD  http:/faa, sdfsdfzxcedfse. cnf25.exe
2009-07-01 06:19:17 Spyware/Onlinegame.BEAD  |http: [ v, sdfsdfzxcvdfse.cn)Z2 . exe
2009-07-01 06:19:25  SpwwarefOnlinegame.BEAD  http: [ o, sdfsdfzxcvdfse,cnf23.exe
2009-07-01 06:23:34 Spwware/Onlinegame.BEAD  [Rttp: [ e, sdfsdfzxecvdfse.cngl exe
2009-07-01 06:25:05 | Spywarefionlinegame.BEAD  http:/fwa, sdfsdfzxcedfse.cnf24.exe
Z009-07-01 06:358:0¢4 Spyware/Onlinegame.BEAD  http: /60,173, 10.4idownmhxudml . exe
Z009-07-01 06:358:18  Spwware/Onlinegame.BEAD  http: /60,173, 10, 4idown/wd9m, exe
2009-07-01 06:39:20 Spywware/Onlinegame BEAD  [Rttp: /a0, 173, 10, 4 down)drfom.exe
2009-07-01 06:3%:26 | Spywarefonlinegame.BEAD  http: /60,173, 10, 4/downmhxudm. exe
2009-07-01 06:40:16 | Spyware/Onlinegame, . BEAD | http: [ v, sdfsdfzxcvdfse.cnjl exe
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Tirne: |Malware |LIRL

2009-07-01 07:29:25  Trojan)GIF. IFrame.gen  htkpef vz 5000 edu, cnfiw) ImagesGaobei_sking'c
2009-07-01 07:30:21 | Trojan)GIF. IFrame.qen  Rkkpeffviea2 7000, edu, cnfiw)countfimages 0, gif
2009-07-01 07:30:21 | Trojan)GIF . IFrame.gen  htkp:/famanaZ, 500, edu,cnfjeefcount fimages)'4., gif
2009-07-01 07:31:30  Trojan)GIF. IFrame.gen  htkpe v 0 edu.cnfiw) Images/Gaobei_sking'c
2009-07-01 07:32:54  Trojan)GIF. IFrame.gen  htkpeffvisnz 700 edu, cnfiw)countfimages |4, gif
2009-07-01 07:323:50 | Trojan/GIF.IFrame.gen  htkp:/fanana2 20 edu, cnfjufcount fimages/3. gif
2009-07-01 07:35:53 Trojan/GIF.IFrame.gen  htkp:/famanaZ, 5o, edu, cnfjeefcountimages/0. gif
2009-07-01 07:35:40 Trojan)GIF. IFrame.gen | htkpef v, ot com, cnfimangeslogo_gif.gif
2009-07-01 07:33:41  Trojan)GIF. IFrame.gen  htkpe v, o0, com, cnfimangessubmit , gif
2009-07-01 07:38:54 | Trojan/GIF.IFrame.gen  htkp:/hanana2 7 20 edu.cnfjuicount fimages/3. gif
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200%-07-01 0%46:14

Trojan/JS.Shellcode.5B4E: iX /&

Adware/PopuplJRL. 6039
Adware/PopupURL, 6DES
Adware/PopupURL, 6059
Adware/PopuplRL, A0S
Adware/PopuplJRL. 6039
Adware/PopupURL, 6059
Adware/PopupURL, 6059
Adware/PopuplRL, A0S
Adware/PopuplJRL. 6039
Adware/PopupURL, 6059

htkp:/fpopunder . pavpopup. comfpopup. phprid=lal
htkpsfpopunder adsrevenue, netf/popup, php?124¢
htkps fpopunder, adsrevenue, netf/popup, php? 124¢
htkpsfipopunder, adsrevenue netfpopup. php?124¢
htkp:/fpopunder . pavpopup. comfpopup. phprid=lal
htkps ) popunder . paypopup, com)popup, php#id=lal.
htkps ) popunder . paypopup, com)popup. phprid=lal.
htkps ) ipopunder, adsrevenue netfpopup, php? 124¢
htkp:/fpopunder . adsrevenue.netfpopup. php? 1 24¢
htkpsfpopunder  adsrevenue, netf/popup, php?124¢
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2009-03-15 03:33:58
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2009-03-15 21:35:32
2009-03-15 21:35:34

Trajan)15.ShelCode, SE4E
Trojan/15.ShellCode . SE4E
Trojan) 15, ShelCode, SE4E
Trojan)15.5helCode, SE4E
Trojany15.ShellCode . SE4E
Trojany13.ShellCode, SE4E
Trojan) 15, ShelCode, SE4E
Trojan) 15, 5helCode, SE4E
Trojan/15.ShellCode . SE4E

kkkps i fdunhill, 9966, arg/roak) 3ig0.ipa

htkp: [ fdkny, 9966, orgfroot)3/go.jpg

hkkps i fdkny, 2966, argfrook 3 hh. s

hktps i fdknye, 9966, org)frook 3 af , js

htkp: [k iciba. comfzujian/dongtaifal [16/va
htkp: 123, 125df a5, cn/080581 23456/ =%, jpg
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httpe i fhifgu.6A00,0rgfaafa. s
htkp:ffhtvio. 6600, orgfaaja.js
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Worm/Zafi.40D1@Emm
Trojan/Pif.04411dldr
Spyware/Zbot.CET7
Worm/Fakeflert. 484D Emm
Worm/MNetSky.67C3I@mm
Trojan/FakeAlert.EDiG2
Trojan/Murlo.136BdIdr
Trojan/FraudLoad.ED&2dIdr
Worm/LovGate. 6487 Hmm
Trojan/Krap.C512
Waorm/Mydoom.562DE&Emm
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Trojan/Enpack.A3AB
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Worm/MNetSky. A1B5@mm
Worm/Mytob.5C39@neat
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Master Jake
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Z009-5-14 0:00
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Spyware/Zbot.C877: X & — K G 2 4N W _EARATIK 5 2 b5 1 T e Ak A, B R
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W REALTR, I 4T 2K, AL RASA R, Tt A FRER S A ES
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f53% Spyware/Zbot.C877 IHR#:
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@e:-‘a’:i rip [T6.2 EB)
You have received an eCard

Good day.
You have received an eCard
To pick up your eCard, open attached file

Your card will be aviailable for pick-up beginning for the next 30 days.
Flease be sure to view your eCard befare the days are up!

YWie hope you enjoy you eCard.

Thank Youl

Worm/FakeAlert.4840@mm : %% Mz 7 < F & 17 — A A i ) PC
AntiSpyware #44, ZHAIEIT S B KB BRES, WoW H  25 00 308 K
V]
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1£3% Worm/FakeAlert.4840@mm B/

Shﬁrlﬁnﬁ Edair [1._ FpriEdeEtad. com] 2O0a-g-19 22 o
Wi A - gidesmivis@medilaali. net ;
(7039146951, zip (23,3 KE)

UPS Tracking Number 60UFPQOSP

Dear customer!

Ve failed to deliver the postal package which was sent on the 9th of July in
time

because the addressee's address s not correct.

Flease print out the invoice copy attached and collect the package at our
office.

Your United Parcel Service of America

TR M Top20
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wm.ds4ijf.cn
aseld.cn
w2dge.cn
wim.Biopi.cn
563f235.on
y5fgb.cn
wm.2e7B60.cn
wm.245a34.cn
14647 .cn
rdikm.on
yafcl.cn
wm.Fudlj.cn
orsal.on
67111.cn

WM. yxnjs.com
8lz4.cn
983h2.cn
wm.99c342.on
28773.cn
9821g9.cn

Web 45251 = 4

TRAT B A k37 3k SR FH 2128 9 00D s RSS2, el T — S8 Rl e N B ik = 22 4
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o200
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0g-01  08-02  08-03  08-04  08-05 08-0e  03-07 08-08  03-09 03-10  08-11  08-12

T HIRFMILH 7 H

AR —F 7 34 I G T

® 2009-07-06: A% HifwiH (CVE-2008-0015)

® 2009-07-13: 1#kAAE Office Wit 21+ Hiwil (CVE-2009-1136)

® 2009-07-22: Adobe A 1ji Flash Player % H3if ( CVE-2009-1862)

ANB|—AS HIEE, BT =ASEa i FE IR, 1 HIX AN A A R
CL& 4k Malware FrAIH, 3O T R THEHUH 10 B0 22 43 s 1 B K 18 o

T R ARSI N — SRR B S E H s I Y Malware

(Trojan/JS.Shellcode.OF5D) [ il 5 5 , i% Malware .47 41| AZ=FE Web Malware

Top20. V& FRIME AR 8 X), FATIEMB A iZImIET, #os iz 7
A IR AL RE ) Malware, SEnFHEYS TR s I Malware %f H P R %
HBud:, ST P & HARY

FIHZE BRI Trojan/JS.Shellcode.OF5D FHEART®

Tirne: [Malware ILIRL I
2009-07-06 05:55:33  Trojan)13.5hellcode.0FSD htkp:ff6gerere3e.cn/04/go.jpg
2009-07-06 06:53;19 | Trojan)13.5hellcode.0FSD http:jf6gerere3e.cnf/04/g0.jpg
2009-07-06 07:15:01  Trojan/15.5helcode, OFSD htkp:ff6oerere3e.cnf04/00.ipg
2009-07-06 07:20:20 _TrDjanIJS.ShEIIchE.DFSD http:fi6gerere3e.cnf04/g0.ipg
2009-07-06 07:21:23  Trojan)13.5hellcode.0FSD htkp:ff60erere3e.cnf/04/g0.jpg
2009-07-06 07:22:22  Trojanf]3.5helcode.OFSD hikp:ffccfsdee3z,onf01/go.jpa
2009-07-06 07:24:23 | Trojanf]3.5helcode.OFSD htkp:ffccfsdee3z,onf01/go.jpa
2009-07-06 07:34:35  Trojan13.shellcode.OFSD htkp:jf6gerere3e.cn/04/go.jpg
2009-07-06 07:35:50  Trojan)13.shellcode.OFSD htkp:ff6gerere3e.cn/04/go.jpg
2009-07-06 07:38:09 Trojanf13.shelcode.OFSD htkp:ffccfsdee3z.onf01/go.jpa
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M AL (Trojan/JS.Shellcode.OF5D). G4 #TiEsE, X248 SQL i AB T pr il
FHIR 7R T, (Trojan/JS.Shellcode.OF5D) A1 1 it il 11 42 Jim et ik A A 1 2 1H
M AR (CVE-2008-0015).

AR RERIUFIRIA=>%"5 R AT ) W UK G=>k i SQL A
BUehi AT $E Sy =>—LE sl 7 Bl Dk Sy => V7 [ 12 W9 3l P FH P T R B

MR Web T 101 K T Web Malware Wil 7] LAA . KYEHIK) SQL
WEANBURRLE TR, AR Web Malware it oV ikt — 1% .

Web SQL HEAZFHSH

\_____f .
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Web Malware Y4t
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Ebay £yl

/= Welcome to eBay - Windows Internet Explorer

@‘" w [ hitp: fsignin

ebY Welcome to eBay |

(=3

chvhukxe j Bl X i:" Live Search 2 -

I ¥ A

Welcome to eBay

Ready to bid and buy? Register here

Join the millions of people who are already a part of the eBay
family. Don't worry, we have room for one more

Register as an eBay member and enjoy privileges including

+ Bid, buy and find bargains from all over the world
+ Shop with confidence with PayPal Buyer Protection

= Connect with the eBay community and more!

Register ]

| v

Sign in to your account

Back for more fun? Sign in now to buy, bid and sell, or to
manage your account.

UseriD ||

I forgot my user ID

Password [
I forgot my password

™ Keep me signed in for today. Don't check this box
if you're at a public or shared computer L

Having problems with signing in? Get help.

Protect your account: Check that the VWeb address in your
browser starts with https://signin_ebay com/. More account ;l

L@ @ mtemet [Fa~[*o0w ~

AN T U A
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T R Wk
12 1552 8 - 52 windows Intemet Explorer————— =T
@.‘;_; v I"é http: ffitem.taobao. com. aouxtion.com/ :l ")- X I:_’ Live Search | :Q =

% @ ez B - EF | |
50, DR (FER] [RmicH) EEX BER obME KEE A

5@ i @ ET [Fam=

VEETT > e e B
Lz 8

ez B_1000 €9z

SEEE: 157999 QIEESE : 2008-06-250 ERAS -
EFEA: 5809 FREelE  EiGT
WIEAS : 58 EMSE: 12 u
4 CRBRAER: Axaad 30 WE: iy
) e BEREEE: Aok k) 30 ﬂ§=q
A EREREN RER AR 3.9

eles

HTFEERLLEIR/+ HTESBELEMMe000 WTEHSBIANMS000 HMTESMS5BELHNM7000 Bahmn/BROBFE/E7
LOET+108REF T3 W=200T(2EER) W=1805L(HEEFE) W=300(FiEE) F/200TEE/1007E
4|

B W b i

| I
TL T ®T [ @ Sl

MSN %444 M 34

/2 Learn who blocked you on MSN - Windows Internet Explorer i o |g|ﬂ
@::j . |£ hitp: | fmsnblocklist.org/ j | E "7 | X I:‘,“ Live Search gl _:':
W & Learn who blocked you on MSN

Qu and e earn who | 'you on |
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