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Application content scan technology with patented algorithm on ASIC Architecture

Contents Overview
m Overview As the adoption of web and internet based applications are increasing and have
become critical business tools, web security solutions are required that can effectively block
m  ASIC Accelerated Content internet based threats without interfering with the normal operations of web based
Inspection applications. Utilizing patent pending content identification algorithms and the industry’s first

ASIC accelerated content inspection engine, Anchiva’'s Secure Web Gateways (SWG)
quickly and comprehensively inspect web content without compromising the integrity of the

®  Highly Scalable Parallel ! P
data or affecting the performance of web based applications.

Processing

®  Field Upgradeable ASIC Traditionall hardware accgleration technolog_y in security appliances su_ch as firewall_s
are focused mainly at accelerating packet processing at the network layer. This technology is
useful in preventing network breakins when hackers aim their attacks at the network layer
(TCP/IP), but is inadequate to detect or prevent today’s attacks such as the spread of
malware, which are embedded deep in the data content at the application layer. In
) comparison to firewalls, to prevent today’s internet based threats Anchiva’s innovative
m  Conclusion RapidRx ASIC focuses on accelerating content inspection at the application layer without
affecting the performance of real time web based applications.

m  Malware Polymorphism
Processing Technology

The ASIC plays a key role in the SWG content inspection process as web and internet
based applications can be severely affected by network bottlenecks. Anchiva’s SWG
architecture was designed with a purpose built operating system, custom hardware
acceleration and multi-core CPU’s to provide industry leading, near gigabit performance and
low latency processing of web based content to ensure the SWG does not become a
bottleneck in the network. As web content is received by the SWG, patent pending
algorithms are applied to the data to quickly detect and eliminate malicious code such as
malware, viruses and spyware, identify the use of non-productive applications and enforce
acceptable internet use policies in the workplace.

ASIC Accelerated Content Inspection

As shown in the packet processing diagram below, the SWG architecture integrates the
RapidRx ASIC into the appliance design by way of a high-speed data communication bus.
As data is received at the interfaces of the SWG, AnchivaOS acts as a transparent proxy
intercepting traffic that matches a policy. During this process, AnchivaOS uses its multi-core
CPU’s and ASIC engine to identify, reassemble and classify the content of the data.

A file based inspection approach ensures AnchivaOS accurately identifies malicious
from legitimate traffic and also defends against evasion techniques that hackers use to
evade traditional security defenses such as network firewalls and Intrusion Prevention

Systems (IPS). d
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Highly Scalable Parallel Processing
——Avoid performance degradation caused by virus signature serial scanning

Internet wide, malware research teams including Anchiva’s RapidRx teams are seeing a spike in the number of active
malware propagating on the internet. Tens of thousands of new malware samples are being captured and analyzed daily,
coinciding with a similarly high number of new websites found to be distributing malware content. To defend against the growing
number of malware, the SWG content inspection engine integrates the industry’s most scalable signature engine in a gateway
appliance along with heuristic analysis of suspicious files.

At present, the current onboard signature database includes 2+ million signatures that are used to detect the original and
also variants of the original malware strain. To prevent the system from degrading performance during the content inspection
phase, AnchivaOS launches parallel processes to send multiple inspection requests to the ASIC. As new web sessions are
received at the SWG, AnchivaOS creates multiple threads of the proxies to simultaneously terminate multiple sessions and
process multiple data threads. As files are reassembled, they are handed off to the ASIC engine for inspection of malware
content.




The ASIC itself processes multiple threads simultaneously to prevent one process from becoming a bottleneck, increasing
the efficiency of the system along with offering low latency and a highly scalable processing engine.

Field Upgradeable ASIC
—a break thought in the industrial problem of ASIC’s inability to upgrade

In some ASIC designs, its programming is hardwired and requires a replacement to be upgraded. This is just the opposite
for the Anchiva ASIC as the design of the RapidRx ASIC allows it to be field upgradeable when needed. The ASIC’s flexibility
and high performance allows the Anchiva system to extend its product lifecycle and continue to add value to a network’s security
infrastructure for years without the need for costly system replacements.

To adjust to changing malware attacks and design methods, key elements of the ASIC programming can be enhanced or
logic needed to be adjusted to detect new malware patterns. To perform this function Anchiva designed the ASIC to be field
upgraded simply by upgrading the system firmware which can be done using the standard methods from the WebUI or the CLI.
The Anchiva ASIC engine includes onboard high-speed dynamic memory which the ASIC accesses directly across a high speed
bus. When the malware signatures are updated, AnchivaOS writes the malware updates directly to the memory cells on the
ASIC engine allowing the ASIC to detect the new malware patterns.
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Malware Polymorphism Processing Technology
——NMultilevel matching technology

In the real network environment, malware signatures have a wide range of variety, so when a signature library is built, all
the factors such as file types, offset addresses and wild cards are included in it, making the signature matching logic more and
more complicated.

Anchiva’s proprietary hardware scanning algorithm is illustrated in the flow diagram. When data are transmitted into ASIC
accelerator’s built-in data buffer, the signature parallel scanner starts working and matching basic signature library. Afterwards,
the cleaned-up data flow passes through while suspicious traffic is sent to malware scanner for an exact matching. It only
takes a small amount of time to execute both match filtering by parallel scanners at the first step and exact matching of
malware scanner, which reduces scanning and matching time without having influence on the scanning result.




Basic
Signature
DB

Malware
Signature
DB

Conclusion

As internet use becomes mission critical for enterprises and internet traffic increases, organizations need a high
performance web security solution that can quickly and accurately differentiate malicious traffic from legitimate web traffic. To
meet these requirements, Anchiva’s SWG provides the industry’s only application layer ASIC that hardware accelerates the
deep content inspection process without degrading the performance of mission critical web based applications.

In addition, expanded security features such as web filtering, non-productive application controls and application rate
limiting enables the security reach of the SWG allowing customers to collapse multiple security functions onto a single,
centrally and easily managed appliance.

All information referred in this document may be updated at any time, and Anchiva will not notify especially.
Copyright@2005-2009 Anchiva System Ltd. All rights reserved.
Anchiva OS and Anchiva are registered trademarks.

The names of actual companies and products mentioned herein may be the trademarks of their respective
owners.





<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


